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1. Audience 

This document is intended for clients who must leverage one or more PKI certificates for 
integration with eHealth Services.  Readers are expected to have a general understanding of 
Public Key Infrastructure Certificates and an expert level of understanding of the system(s) on 
which the certificate(s) will be installed. 

2. Introduction 

PKI Certificates are used to secure communications between eHealth Ontario and client systems 
and are required for many eHealth service implementations.  

Client organizations are responsible for installing certificates onto their infrastructure and for 
establishing internal processes to support certificate maintenance. While some installation 
instructions are included in this package to support this task, these instructions cannot cover all 
steps in all cases.  eHealth Ontario may be able to provide additional support in such scenarios 
upon request. 

For background information on PKI Certificates, please read the PKI Certificate Overview.    

Pre-requisites 

Prior to the certificate request and issuance process, the following pre-requisites must be met: 

• The organization must have signed a PKI Services Schedule with eHealth Ontario. 
• An Application Owner (AO) should be nominated by the sponsoring organization and be 

registered and enrolled in the ONE® ID System. The AO is accountable for the 
certificate(s) issued and will be the first point of contact for issuance, management and 
renewal purposes. Additional information can be found in the Application Owner 
Role Overview 

• PKI Certificates are leveraged as part of the eHealth Service integration and respective 
service(s) may have additional requirements that are not described in this document. 
Please contact your service deployment representative for further details. 
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PKI Certificate Request & Issuance Process 

This section summarizes the eHealth Ontario PKI Certificate Implementation process. For 
complete details, please refer to the Certificate Process Guide. 

1. Complete and Submit the Computer Application Registration Form or System Registry 
Form 

The Application Owner completes the Computer Application Registration Form or System 
Registry From and submits via email to 
REGISTRATION.AGENTS@EHEALTHONTARIO.ON.CA. 

For instructions on how to complete the form, please click here. 

2. Generate and Return the Certificate Signing Request (CSR) 
eHealth Ontario issues a reference number to the Application Owner to generate a CSR and 
returns it to eHealth Ontario via email.     

Note: eHealth Ontario has developed utilities that can be used for CSR generation. Please refer 
to eHealth Ontario Utilities for further details. 

3. Merge Undersigned Certificate and Private Key 
eHealth Ontario organization returns the new undersigned certificate via email. The Application 
Owner merges it with their private key prior to installation. Refer to eHealth Ontario Utilities for 
assistance with this step. 

4. Install the Certificate(s) 
The Application Owner installs the certificate in the appropriate certificate store and notifies 
eHealth Ontario upon successful installation. 

 

3.1 Computer Application and System Registry Form 
 

One of two forms must be submitted to initiate the PKI Certificate Request and Issuance 
Process.  The form used is dependent on the service implementation. 

Computer Application Form: This form register and enrolls client systems as whole, 
without visibility into their component parts, and is used for issuing PKI Certificates for point-
to-point authentication.. 

For detailed information about each field, please refer the instruction guide  
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System Registry Form: This form registers and enrolls client systems based on their 
component parts and is used for issuing PKI Certificates for authentication via the eHealth 
HIAL. 

For detailed information about each field, please refer the instruction guide. 

4. eHealth Ontario Utilities 

Clients are encouraged to use their organization’s established tools and processes for creating 
CSR files and installing/managing certificates. In the absence of such tools and processes, 
eHealth has created utilities that can be leveraged for this purpose. Note that these utilities may 
not be compatible with all platforms. 

CSRCreate 
CSRCreate is an OpenSSL based utility for use in CSR generation and key merger for most 
certificate implementations. 

CDR Data Contribution 
CDR Data Contribution is a Java Key tool-based set of scripts specifically developed to assist in 
CSR generation and key merger for CDR contribution certificates for Connecting Ontario.  

5. Instructions for 3rd Party Utilities 

Clients may refer to the instructions below as a quick reference for common scenarios while 
leveraging their own processes / software: 

How to create a Certificate Signing Request (CSR) and install on a MAC OX Tiger Server  

Create a Keystore and Certificate Signing Request using the key tool utility 

How to generate Certificate Signing Request for Apache HTTP Server 

If additional support is required, clients should contact their vendor.  

 

Certificate Implementation Package/ version 1.1 Sensitivity - Low  3 

http://www.ehealthontario.on.ca/images/uploads/support/one-id/system_registry_form.pdf
http://www.ehealthontario.on.ca/images/uploads/support/one-id/csrcreate.zip
http://www.ehealthontario.on.ca/images/uploads/support/one-id/csrcreate.zip
https://www.ehealthontario.on.ca/images/uploads/support/one-id/cOntario_-_Certificate_Instructions_-_SHA-2.zip
http://www.ehealthontario.on.ca/images/uploads/support/one-id/cdr_contribution_pki_scripts.zip
http://www.ehealthontario.on.ca/images/uploads/support/one-id/how_to_use_java_keytool.pdf
http://www.ehealthontario.on.ca/images/uploads/support/one-id/how_to_use_certificate_manager_on_mac_os_x_tiger.pdf
http://www.ehealthontario.on.ca/images/uploads/support/one-id/how_to_use_java_keytool.pdf
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6. Service-specific Guides 

Service-specific guides that cover common eHealth implementation scenarios are provided 
below:  

One Mail Guides 

• ONE® Mail Partnered – Client Deployment Guide for MS Exchange Server 2000/2003 
• ONE® Mail Partnered – Client Deployment Guide for MS Exchange Server 2007 
• ONE® Mail Partnered – Client Deployment Guide for MS Exchange Server 2010 

7. Certificate Maintenance 

Beyond initial installation of certificates, client organizations are responsible for establishing 
internal processes related to their maintenance.  The Application Owner must be able to support 
such processes, either directly or by engaging appropriate resources. 

PKI Certificate Renewal 
Certificates by eHealth Ontario expire after of 3 years and must be renewed to ensure that there 
is no interruption to services. 

In advance of a certificate’s expiry date, eHealth will notify the Application Owner via email and 
provide a new reference number. From this point, renewal follows the same process as 
certificate issuance (steps 3 -7).  Refer to the PKI Certificate Process Guide for complete 
details.  If renewal is not required, the AO can instead request that that the renewal process be 
cancelled. 

PKI Certificate Revocation 
The Application Owner must notify eHealth Ontario in the event that a PKI Certificate is no 
longer required by emailing registration.agents@ehealthontario.on.ca and indicating: 

• The CN of the certificate 
• The Name of the Organization 
• The reason for the revocation 

Revocation requests may be driven by technical changes to the client’s infrastructure and/or the 
respective eHealth Service. 
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Change Management 
PKI certificates must be considered when implementing changes to related systems.  It is the 
responsibility of the Application Owner to be aware of such changes and assist with an impact 
assessment.  In the event that the change requires a new or replacement certificate to be issued, 
the Application Owner should email registration.agents@ehealthontario.on.ca, providing the 
CN of the existing certificate and a summary of the change.  eHealth Ontario will work with the 
AO to ensure certificate requirements are met.. 

Application Owner Changes 
The client organization is responsible for transitioning the Application Owner role in response 
to staff turnover and/or organization restructuring. A new Application Owner should be 
registered and enrolled and a request submitted to registration.agents@ehealthontairo.on.ca to 
transition ownership of the certificates.  Refer to Application Owner for more details. 
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Application Owner Role 
Overview 
The Application Owner (AO) is responsible for protecting the security of certificates issued to 
their organization by eHealth Ontario and is also the primary point of contact for certificate-
related matters. Application Owners are the only resource authorized to receive PKI Certificates 
from eHealth Ontario.  


Ideally, the AO is a technical resource that will install the certificate. Alternatively, this work can 
be delegated to a known agent acting on behalf of the AO. Regardless of who installs certificates, 
the AO remains accountable for their use and the primary point of contact for the client 
organization on certificate-related matters. 


Responsibilities of Application Owner 


Specific responsibilities include: 


• Protecting the security of PKI certificates.  See Security Requirements for details.
• Primary client contact for all certificate related matters i.e. responsible for the


installation, renewal, and/or revocation of certificates.
• Completes the Computer Application form (CAF) and submits it to eHealth Ontario


for the registration and enrolment of computer applications and issuance of PKI
Certificates.


• Accountable for managing certificate renewals. eHealth Ontario will initiate the
renewal process by contacting the Application Owner in advance of certificate expiry.


• The Application Owner needs to be aware of local system changes that may impact
the certificate and/or its use and request a new certificate from eHealth Ontario if
necessary.


• Keeping his/her contact information up to date in ONE ID.
• Advising their Local Registration Authority (LRA) if he/she ceases to be the


Application Owner and supporting knowledge transfer to the new AO.







Security Requirements for PKI Certificates 


Security Requirements for PKI certificate include: 


• Certificate Private Keys should be stored in a secure location.
• Ideally, only the Application Owner should have access to the private key’s storage


location. If other staff require access then such access should be logged.
• Application Owner should report any actual or suspected unauthorized use, loss,


disclosure, or compromise of certificate credentials to the eHealth Ontario.


Registration and Enrolment of the Application Owner 


Application Owners must be registered and enrolled in the ONE ID System before the Certificate 
Process can be initiated.  The Application Owner should connect with their organization’s Local 
Registration Authority (LRA) to complete the process summarized below.  If necessary, please 
contact eHealth Ontario for assistance in identifying your organization’s LRA. 


1. The Application Owner must be sponsored by an appropriate authority within the client
organization (typically the director or executive responsible for the infrastructure on
which the certificate will be installed).


2. The Application Owner’s identity is validated by the LRA and recorded in the ONE ID
System.


3. The LRA enrolls the Application Owner in ONE ID.*


*If the LRA is unable to enroll the AO in ONE ID then the Computer Application Form or
System Registry From may still be submitted indicating the AO Login ID. eHealth Ontario will 
initiate the Enrolment procedures as necessary. 


Refer to www.ehealthontario.on.ca/one-id-lra for more details on the registration and 
enrolment process.  eHealth Ontario will only accept Computer Application Forms from AOs 
enrolled in the ONE ID System. 


Note: In some cases, the Application Owner and Sponsor would remain for Computer 
Application and System Registration. 



http://www.ehealthontario.ca/ra
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1.0 Roles 
 
 


1.1 Client Organization 
 
 


Sponsor 
The ultimate accountability for the certificates lies with the Client Organization. Client Organizations must authorize 
both the certificates and its Application Owner. 


 
The Sponsor as an individual is a representative from the Client Organization who provides authorization for the 
Application Owner and Local Registration Authority. 


 
 
 


Local Registration Authority 
The Local Registration Authority (LRA) is an individual who registers and enrolls the Application Owner into ONE® 
ID on behalf of the Client Organization. If necessary, prospective Application Owners may contact the eHealth 
Ontario Service Desk to be connected to an appropriate LRA. 


 
 


Application Owner 
The Application Owner (AO) is a primary point of contact with eHealth Ontario for certificate-related matters. 
Application Owners are responsible for completing and submitting the Computer Application Registration 
Form. They are also accountable for overseeing the certificates process (i.e. certificate requests, installations and 
renewals). 


 
Ideally, the Application Owner is the technical resource that will install the certificate. Alternatively, this work can be 
delegated to a known agent acting on behalf of the AO. Regardless of who installs the certificate, the AO remains the 
primary point of contact for the client organization. 


 
 
 
 


1.2 eHealth Ontario 
 


eHealth Ontario is responsible for issuing the Public Key Infrastructure (“PKI”) certificate as specified by the Client 
Organization in the Computer Application Form. If needed, eHealth Ontario is available to walk through the 
Computer Application Form with the AO to determine the type of certificate required. 
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2.0 Certificates Process 
 


2.1 Pre-Requisites 
 


The following steps must be completed before an Application Owner can submit the Computer Application Form: 
 
 
 
 


Pre- 
Requisite 


Actor Description 


 
i 


 
Sponsor 


 
Sponsoring Organization provides approval for Application Owner (“AO”) enrolment and 
certificate creation 


 
ii 


 
LRA 


 


LRA registers AO into ONE® ID 
Note: eHealth Ontario will help facilitate AO enrolment if necessary 


 
iii 


 
AO 


 
AO completes the Computer Application Form (click here) 


 



http://www.ehealthontario.on.ca/images/uploads/support/one-id/general___computer_application_form.pdf





 
 


2.2 Certificates Process Workflow 
 


The workflow below outlines each step completed within the certificate request process. Refer to 2.3 Certificate Process Steps for details on each step. 
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2.3 Certificate Process Steps 
 


The certificate process steps below describe each activity that takes place from the 2.2 Certificates Process Workflow, 
including the actors and artifacts involved. 


 
 


Step Actor Description 
 


 
1 


 


 
AO 


AO submits the completed Computer Application Form via email to 
Registration.Agents@ehealthontario.on.ca Note: Form indicates the type of 
certificate required, the AO, and the Sponsor 


 
2 


eHealth 
Ontario 


eHealth Ontario reviews the Computer Application Form submitted by the 
Client Organization 


 
3 


 
eHealth 
Ontario 


 
eHealth Ontario registers the computer application 
A reference number is generated and issued to the AO 


 
4 


 
AO 


 
AO uses the reference number to generate the Certificate Signing Request (“CSR”) 
Note: For instructions on generating the CSR, click here 


 
5 


 
AO 


 
AO submits the CSR in text format (.txt) to eHealth Ontario 


 
6 


 


eHealth 
Ontario 


 
eHealth Ontario validates the CSR 


 
7 


 


eHealth 
Ontario 


 


eHealth Ontario issues the Public Key Infrastructure (“PKI”) certificate in text format (.txt) 
to the AO 


 
8 


 
AO 


 
AO or their delegate installs PKI certificate to the computer application 
AO sends confirmation to eHealth Ontario once environment connectivity is complete 


 



mailto:Registration.Agents@ehealthontario.on.ca

http://www.ehealthontario.on.ca/images/uploads/support/one-id/csrcreate.zip
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3.0 Sample Certificate Request 
 


3.1 Example 
The example below should be used as a general guideline in terms of when certain activities can be completed. Note 
that the clock begins (i.e. Day 1) when the AO submits their Computer Application Form to eHealth Ontario. 


 
 
 


Action 
Date 


Actor(s) Description 


 


 
Day 0 


Sponsor, 
LRA, 
AO 


 


As a pre-requisite, the LRA at XYZ Hospital registers Adam as the AO, as authorized by the 
Sponsor. Adam completes a Computer Application Form for the Production Signing 
certificate. 


 
Day 1 


 
AO 


Adam submits the completed Computer Application Form via email to Registration Agents 
(eHealth Ontario), indicating himself as the AO, the Sponsor, and the type of certificate. 


 
 


Days 2-
4 


 
 


eHealth 
Ontario 


eHealth Ontario receives the Computer Application Form submitted by Adam and reviews the 
form for accuracy. 


 


eHealth Ontario registers the computer application and provides the reference number (e.g. 
88408500) to Adam. 


 
 


Days 5-
7 


 


 
 


AO 


 
Using the reference number, Adam generates the CSR. 


 
Adam submits the CSR in text format (.txt) to eHealth Ontario. 


 
 


Days 8-
10 


 
 


eHealth 
Ontario 


 
eHealth Ontario validates the CSR 


 


eHealth Ontario generates the PKI certificate and provides the certificate in text format (.txt) 
to Adam. 


 
 
 


Day 11 


 
 
 


AO 


 
Adam installs PKI certificate to the computer application. 


 
Adam sends out a confirmation email to eHealth Ontario to notify that the environment 
connectivity has been completed. 


 


 
 
 
 
 


Tip: Client Organizations should take the deployment schedule and the Application Owner’s availability into account 
when initiating the certificate request process. It is recommended that the Computer Application Form be submitted 
one month in advance of the certificate being required, given a target of installing the certificate within 3 weeks. 
This will allow sufficient time to re-issue the certificate if required. 
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1.0 About this Document 


The purpose of this document is to provide background information on Public Key Infrastructure (PKI) certificates 
and their implementation in support of eHealth Service integration.   


This document is intended for individuals who are responsible for establishing secure communications between their 
system(s) and eHealth Ontario infrastructure. 


2.0 Computer Applications 


For the purposes of this document, a computer application is a software program that exchanges data or messages 
with one or more applications within the eHealth Ontario infrastructure. A computer application may also be referred 
to as a “System” in some eHealth Ontario documentation, particularly when it is necessary to describe its component 
parts. This document will use the term “computer application” unless otherwise noted. 
Communications between the client and eHealth Ontario computer applications must meet the minimum security 
requirements of the respective eHealth Ontario Service and may leverage PKI certificates in order to meet these 
requirements. 


All computer applications must be registered with eHealth Ontario prior to the exchange of data or messages. 
Registered computer applications receive a credential that, once installed, is used by eHealth Ontario to authenticate 
the computer application and ensure the exchange of data is secure.  


• Client organizations are  responsible for implementing best practices for access to computer applications
that access the eHealth Ontario infrastructure, including: Implementation of administrative and technical
controls to prevent unauthorized use of the application, or the loss, disclosure, or compromise of its
authentication credentials.


• Maintenance of a list of the authorized users of the application.
• Maintenance of a log of all use of the application, including the date and time and identity of the users.


• Providing security training for all users of the application.
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3.0 Credentials 


A credential is information that can be used to verify the identity of a user or computer application. It is an important 
component of controlling access to protected resources. Credentials are issued by an authoritative party associated 
with the resources that are protected.  


3.1 Username and Password 
A username is a unique label assigned to a user or computer application that allows for identification by an eHealth 
Ontario service. Each username has a password associated with it to control access to the service. The password 
should be kept a secret from everyone except the individual or computer application identified by the username. 


A username and password may be used in conjunction with other credentials to provide an additional factor of 
authentication. 


3.2 PKI Certificate 
PKI is a system of policies, processes and technologies used to secure electronic communications. eHealth Ontario 
issues PKI certificates against its Certificate Authority (CA) to uniquely identify computer applications and/or encrypt 
communications. 


PKI Certificates issued by eHealth Ontario undersign the client’s Public Key with eHealth Ontario’s Root CA, allowing 
Computer Applications to use Public/Private Key Pairs. The Public and Private Key pair comprise of two uniquely 
related cryptographic keys (basically long random numbers). The Public Key is what its name suggests - Public. It is 
made available to everyone via a publicly accessible repository or directory. In contrast, the Private Key must remain 
confidential to its respective owner. These Public/Private Key Pairs are encrypted and are issued by a Certificate 
Authority to: 


• Authenticate sending and/or receiving systems
• Securely and privately exchange information over the Internet or other networks (e.g. virtual private


networks).
• Digitally sign messages and transactions.


A PKI certificate associates a name of a computer application with the public key used by the application. PKI 
certificates issued by eHealth Ontario are not confidential as they contain only the public key. The corresponding 
private key used by the computer application must be protected to avoid security breaches. Certificates are valid for a 
specific period of time (usually three years) and can be revoked by eHealth Ontario at any time in the event of a 
security breach or upon the request of the organization. 
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       HIS data flow 


         LIS data flow


Encrypted/Digitally signed data flow


PKI certificate


4.0 Identifying your Computer Application for Registration 


The application that generates the messages or data that will be sent to the eHealth Ontario service should be 
registered with eHealth Ontario. The application, not the server on which it resides, must be registered.  


When the credentials are received they will most often, but not always, be installed on the server where the 
application resides. The credentials issued for the computer application should be installed as follows:  


On the server where the source application generating the message is located (preferred). 


If this is not possible due to limitations in message handling capabilities of the source application, it should be 
installed on the next closest machine downstream with the capability to utilize the credentials.  


If two discrete computer applications reside on the same server and both applications will be communicating with 
eHealth services hosted by eHealth Ontario, both computer applications should be registered separately and should 
receive their own PKI credentials.  


The data generated by each application must be encrypted and/or digitally signed using its respective PKI certificate. 


The examples below illustrate the possible uses of credentials for different architectures. In the examples, “eHealth 
Service application” is used to generically refer to a service hosted at eHealth Ontario that requires application-to-
application data transfer such as OLIS or CDR. 


Figure 1: Legend 
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4.1 Integration Engine  
Many messaging architectures take advantage of an Integration Engine to manage message exchange with external 
systems. Figure 2 illustrates the implications of registering the Integration Engine. All applications behind the 
Integration Engine have access to all eHealth Service applications to which the Integration Engine has access. The 
LIS, for example, cannot be restricted from communicating with eHealth Service #2. Because of this limitation, the 
Integration Engine should not be registered since it is not the source of the data. 


Figure 2: Registering the Client Integration Engine 


The subsequent examples illustrate alternative configurations that may be used to achieve the access control lacking 
in Figure 2. In these examples, the HIS may only access eHealth Service applications #1 and #2, and the LIS only 
eHealth Service application #3. 


4.2 Registering Source Applications 


Figure 3: Registering Source Applications  


Registering each application that is a source of messages allows for more control over access to eHealth Service 
applications. Figure 3 illustrates the registration of a client HIS and LIS. The client HIS may only communicate with 
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eHealth Servers #1 and #2, and the client LIS may only communicate with eHealth Service applications #3. In this 
configuration, the HIS and LIS must both be able to utilize their PKI certificates for encryption and/or digital signing. 


4.3 Registering source applications that cannot utilize the credentials 


 


Figure 4: Registering Source Applications that Cannot Utilize the Credentials  


If the HIS and LIS do not have the capability to utilize PKI certificates for encryption and/or digital signing, the 
certificates may be moved downstream to an application that does have this capability. In Figure 4, the Integration 
Engine is responsible for encrypting and/or digitally signing messages originating from both the HIS and LIS. The 
PKI certificates belonging to the HIS and LIS are installed on the Integration Engine. The Integration Engine must 
use the appropriate PKI certificate for message encryption and signing based on the source system of the data. 


4.4 Registering source applications on a single server 


 


Figure 5: Registering Source Applications on a Single Server 


Figure 5 illustrates the setup when both the HIS and LIS reside on the same server. In this example, both the HIS and 
LIS are capable of encrypting and/or digitally signing their messages. 
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4.5 Registering source applications on a single server that cannot utilize the credentials 


 


Figure 6: Registering Source Applications on a Single Server that Cannot Utilize the Credentials 
 
Figure 6 illustrates the setup when both the HIS and LIS reside on the same server, but neither applications are 
capable of encrypting and/or digitally signing their transactions. In this example, the Integration Engine is charged 
with utilizing the PKI certificates. The Integration Engine must be able to use the correct PKI certificate based on the 
messages’ source application. 


4.6 Registering complex applications 
The preceding examples illustrate the source applications as single entities, but some client architectures and/or 
eHealth Service integrations may require that the computer application’s component parts also be registered. In such 
scenarios, eHealth Ontario associates the registration record of each component with that of the “parent” computer 
application.  Some eHealth Ontario documentation may refer to the computer application as a “System” and the 
components as “System Nodes” to distinguish this structure from homogeneous registration records. 


 


Figure 7: Registering Complex Applications  
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Figure 7 illustrates the complex system as a collection of related nodes. Each system node is provided with PKI 
certificate and is capable of encrypting and/or digitally signing messages. 


5.0 Registering your Computer Application 


5.1 Computer Application Registration  
 
The purpose of computer application registration is to prevent identity fraud or impersonation and to establish 
accountability in the electronic world. Registering the Computer Application and the individual who is maintaining 
that Computer Application makes the system transparent as it identifies which computer application is 
communicating with which eHealth Ontario service(s).  
 
PKI Certificates must be tied to the registration record of the respective Computer Application both to manage the 
access privileges of the application and to generate an appropriate audit trail of which applications are 
sending/receiving which data. 
For more information on the Computer Application Registration process click on Certificate Process 
Guide 


5.2 Application Owner 
 
While PKI certificates are issued for computer applications they are issued to an individual.  This individual is the 
“Application Owner.” The Application Owner is registered with eHealth Ontario and has the requisite access to install 
and maintain the certificates on the computer application. 
 
Registering and enrolling the Application Owner involves validating their identity to a defined Level of Assurance and 
ensuring that they have been authorized to perform this role. For more information refer to The Application 
Owner Role. 
 
Registering a computer application involves associating the computer application with an Application Owner.  
eHealth Ontario only issues PKI certificates that have been tied to both a Computer Application and an Individual 
Registration. As part of the computer application registration process, eHealth Ontario also collects information 
about the application for support purposes, such as name, build, release, version, vendor and vendor contact 
information. 


5.3 Sponsor 
 
A Sponsor from the client organization authorizes the computer application for secure data transmission with one or 
more eHealth Services.  The sponsor is typically a director or executive responsible for computer application and/or 
the infrastructure on which it resides. 
 
Upon receiving sponsorship for the computer application, the Application Owner who is also sponsored by the client 
organization submits the Computer Application registration Form to eHealth Ontario. For more information on 
Computer Application Registration, click on Certificate Process Guide. 
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Application Owner Role 
Overview 
The Application Owner (AO) is responsible for protecting the security of certificates issued to 
their organization by eHealth Ontario and is also the primary point of contact for certificate-
related matters. Application Owners are the only resource authorized to receive PKI Certificates 
from eHealth Ontario.  



Ideally, the AO is a technical resource that will install the certificate. Alternatively, this work can 
be delegated to a known agent acting on behalf of the AO. Regardless of who installs certificates, 
the AO remains accountable for their use and the primary point of contact for the client 
organization on certificate-related matters. 



Responsibilities of Application Owner 



Specific responsibilities include: 



• Protecting the security of PKI certificates.  See Security Requirements for details.
• Primary client contact for all certificate related matters i.e. responsible for the



installation, renewal, and/or revocation of certificates.
• Completes the Computer Application form (CAF) and submits it to eHealth Ontario



for the registration and enrolment of computer applications and issuance of PKI
Certificates.



• Accountable for managing certificate renewals. eHealth Ontario will initiate the
renewal process by contacting the Application Owner in advance of certificate expiry.



• The Application Owner needs to be aware of local system changes that may impact
the certificate and/or its use and request a new certificate from eHealth Ontario if
necessary.



• Keeping his/her contact information up to date in ONE ID.
• Advising their Local Registration Authority (LRA) if he/she ceases to be the



Application Owner and supporting knowledge transfer to the new AO.











Security Requirements for PKI Certificates 



Security Requirements for PKI certificate include: 



• Certificate Private Keys should be stored in a secure location.
• Ideally, only the Application Owner should have access to the private key’s storage



location. If other staff require access then such access should be logged.
• Application Owner should report any actual or suspected unauthorized use, loss,



disclosure, or compromise of certificate credentials to the eHealth Ontario.



Registration and Enrolment of the Application Owner 



Application Owners must be registered and enrolled in the ONE ID System before the Certificate 
Process can be initiated.  The Application Owner should connect with their organization’s Local 
Registration Authority (LRA) to complete the process summarized below.  If necessary, please 
contact eHealth Ontario for assistance in identifying your organization’s LRA. 



1. The Application Owner must be sponsored by an appropriate authority within the client
organization (typically the director or executive responsible for the infrastructure on
which the certificate will be installed).



2. The Application Owner’s identity is validated by the LRA and recorded in the ONE ID
System.



3. The LRA enrolls the Application Owner in ONE ID.*



*If the LRA is unable to enroll the AO in ONE ID then the Computer Application Form or
System Registry From may still be submitted indicating the AO Login ID. eHealth Ontario will 
initiate the Enrolment procedures as necessary. 



Refer to www.ehealthontario.on.ca/one-id-lra for more details on the registration and 
enrolment process.  eHealth Ontario will only accept Computer Application Forms from AOs 
enrolled in the ONE ID System. 



Note: In some cases, the Application Owner and Sponsor would remain for Computer 
Application and System Registration. 





http://www.ehealthontario.ca/ra





			Responsibilities of Application Owner


			Security Requirements for PKI Certificates


			Registration and Enrolment of the Application Owner










 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Certificates Process Guide 
 



PKI Certificate Request Guide 
for Client Organizations 











1 | P  a  g  e   



 



 



Copyright Notice 
Copyright © 2015, eHealth Ontario 



 
All rights reserved 
No part of this document may be reproduced in any form, including photocopying or transmission electronically to 
any computer, without prior written consent of eHealth Ontario. The information contained in this document is 
proprietary to eHealth Ontario and may not be used or disclosed except as expressly authorized in writing by eHealth 
Ontario. 



 
Trademarks 
Other product names mentioned in this document may be trademarks or registered trademarks of their respective 
companies and are hereby acknowledged. 



 











1 | P  a  g  e   



 
 



Table of Contents 
 
 
 



1.0 Roles ............................................................................................................................................................. 1 



1.1 Client Organization .................................................................................................................................... 1 



1.2 eHealth Ontario ......................................................................................................................................... 1 



2.0 Certificates Process ................................................................................................................................... 2 



2.1 Pre-Requisites ........................................................................................................................................... 2 



2.2 Certificates Process Workflow ................................................................................................................... 3 



2.3 Certificate Process Steps ............................................................................................................................ 4 



3.0 Sample Certificate Request ..................................................................................................................... 5 



3.1 Example ........................................................................................................................................................ 5 



 











1 | P  a  g  e   



1.0 Roles 
 
 



1.1 Client Organization 
 
 



Sponsor 
The ultimate accountability for the certificates lies with the Client Organization. Client Organizations must authorize 
both the certificates and its Application Owner. 



 
The Sponsor as an individual is a representative from the Client Organization who provides authorization for the 
Application Owner and Local Registration Authority. 



 
 
 



Local Registration Authority 
The Local Registration Authority (LRA) is an individual who registers and enrolls the Application Owner into ONE® 
ID on behalf of the Client Organization. If necessary, prospective Application Owners may contact the eHealth 
Ontario Service Desk to be connected to an appropriate LRA. 



 
 



Application Owner 
The Application Owner (AO) is a primary point of contact with eHealth Ontario for certificate-related matters. 
Application Owners are responsible for completing and submitting the Computer Application Registration 
Form. They are also accountable for overseeing the certificates process (i.e. certificate requests, installations and 
renewals). 



 
Ideally, the Application Owner is the technical resource that will install the certificate. Alternatively, this work can be 
delegated to a known agent acting on behalf of the AO. Regardless of who installs the certificate, the AO remains the 
primary point of contact for the client organization. 



 
 
 
 



1.2 eHealth Ontario 
 



eHealth Ontario is responsible for issuing the Public Key Infrastructure (“PKI”) certificate as specified by the Client 
Organization in the Computer Application Form. If needed, eHealth Ontario is available to walk through the 
Computer Application Form with the AO to determine the type of certificate required. 
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2.0 Certificates Process 
 



2.1 Pre-Requisites 
 



The following steps must be completed before an Application Owner can submit the Computer Application Form: 
 
 
 
 



Pre- 
Requisite 



Actor Description 



 
i 



 
Sponsor 



 
Sponsoring Organization provides approval for Application Owner (“AO”) enrolment and 
certificate creation 



 
ii 



 
LRA 



 



LRA registers AO into ONE® ID 
Note: eHealth Ontario will help facilitate AO enrolment if necessary 



 
iii 



 
AO 



 
AO completes the Computer Application Form (click here) 



 





http://www.ehealthontario.on.ca/images/uploads/support/one-id/general___computer_application_form.pdf








 
 



2.2 Certificates Process Workflow 
 



The workflow below outlines each step completed within the certificate request process. Refer to 2.3 Certificate Process Steps for details on each step. 
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2.3 Certificate Process Steps 
 



The certificate process steps below describe each activity that takes place from the 2.2 Certificates Process Workflow, 
including the actors and artifacts involved. 



 
 



Step Actor Description 
 



 
1 



 



 
AO 



AO submits the completed Computer Application Form via email to 
Registration.Agents@ehealthontario.on.ca Note: Form indicates the type of 
certificate required, the AO, and the Sponsor 



 
2 



eHealth 
Ontario 



eHealth Ontario reviews the Computer Application Form submitted by the 
Client Organization 



 
3 



 
eHealth 
Ontario 



 
eHealth Ontario registers the computer application 
A reference number is generated and issued to the AO 



 
4 



 
AO 



 
AO uses the reference number to generate the Certificate Signing Request (“CSR”) 
Note: For instructions on generating the CSR, click here 



 
5 



 
AO 



 
AO submits the CSR in text format (.txt) to eHealth Ontario 



 
6 



 



eHealth 
Ontario 



 
eHealth Ontario validates the CSR 



 
7 



 



eHealth 
Ontario 



 



eHealth Ontario issues the Public Key Infrastructure (“PKI”) certificate in text format (.txt) 
to the AO 



 
8 



 
AO 



 
AO or their delegate installs PKI certificate to the computer application 
AO sends confirmation to eHealth Ontario once environment connectivity is complete 



 





mailto:Registration.Agents@ehealthontario.on.ca


http://www.ehealthontario.on.ca/images/uploads/support/one-id/csrcreate.zip
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3.0 Sample Certificate Request 
 



3.1 Example 
The example below should be used as a general guideline in terms of when certain activities can be completed. Note 
that the clock begins (i.e. Day 1) when the AO submits their Computer Application Form to eHealth Ontario. 



 
 
 



Action 
Date 



Actor(s) Description 



 



 
Day 0 



Sponsor, 
LRA, 
AO 



 



As a pre-requisite, the LRA at XYZ Hospital registers Adam as the AO, as authorized by the 
Sponsor. Adam completes a Computer Application Form for the Production Signing 
certificate. 



 
Day 1 



 
AO 



Adam submits the completed Computer Application Form via email to Registration Agents 
(eHealth Ontario), indicating himself as the AO, the Sponsor, and the type of certificate. 



 
 



Days 2-
4 



 
 



eHealth 
Ontario 



eHealth Ontario receives the Computer Application Form submitted by Adam and reviews the 
form for accuracy. 



 



eHealth Ontario registers the computer application and provides the reference number (e.g. 
88408500) to Adam. 



 
 



Days 5-
7 



 



 
 



AO 



 
Using the reference number, Adam generates the CSR. 



 
Adam submits the CSR in text format (.txt) to eHealth Ontario. 



 
 



Days 8-
10 



 
 



eHealth 
Ontario 



 
eHealth Ontario validates the CSR 



 



eHealth Ontario generates the PKI certificate and provides the certificate in text format (.txt) 
to Adam. 



 
 
 



Day 11 



 
 
 



AO 



 
Adam installs PKI certificate to the computer application. 



 
Adam sends out a confirmation email to eHealth Ontario to notify that the environment 
connectivity has been completed. 



 



 
 
 
 
 



Tip: Client Organizations should take the deployment schedule and the Application Owner’s availability into account 
when initiating the certificate request process. It is recommended that the Computer Application Form be submitted 
one month in advance of the certificate being required, given a target of installing the certificate within 3 weeks. 
This will allow sufficient time to re-issue the certificate if required. 
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