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ONE ® ID Overview

What is ONE® ID?

* ONE® ID is eHealth Ontario’s identity and access management
service

* A set of systems and processes that enables trusted and secure
access to eHealth applications for healthcare providers
throughout the province

Why is ONE ® ID important?

* Establishing identity assurance increases trust and security during
the transmission of sensitive and Personal Health Information (PHI)

* Implementing access management controls means that only

authorized users can access and use eHealth services



ONE ® ID Overview

How ONE ® ID Works:

* |dentity information of prospective users is verified through o
managed registration process

* |dentity information is then entered into the ONE® ID system and
used to create an electronic credential (i.e. user account) which is
tied to the registrant’s “real world” identity

* This credential, in turn, is enrolled for access to the appropriate

» Register once...
Enroll many times

services

Registration




ONE ® ID Overview — Key Concepts

There are 3 key concepts in ONE® ID:

1. Sponsorship

e Entitlement of individuals to access information

| 2. Registration

* Verification of the real-world identity of users with
an appropriate assurance level

3. Enrolment

* Specific access to a service granted to a registrant




Sponsorship

ONE® ID operates under an authorization framework established by
trust titled Sponsorship:

* Sponsorship creates a chain of accountability:

Beginning from the Service Owner

to the Sponsoring Organization

-
/ 4

to the Individual Sponsor :
Service Sponsoring
Owner N Organization

to the End User

Individual
Sponsor



Sponsorship

Service Owner:

* The ultimate sponsor and owner of a service

* Sets the eligibility criteria for access and may authorize
other organizations to sponsor end users

Service ’ Sponsoring

Owner - Organization '

Individual

Sponsor ';



Sponsorship

Sponsoring Organization:
* Authorized by the service owner as the sponsor of a service
* Represented by a Legally Responsible Person (LRP)

* An LRP is an individual with authority to sign a Legal Agreement on
behalf of their organization. An LRP’s responsibilities include:

= Nominating Local Registration

Authorities (LRAS) / Service Sponsoring

Organization
= |dentifying Individual Sponsors % SULLIED [ . '

= Overseeing ONE® ID processes in
their organization

Note: If the LRP does not have visibility
into the ONE® ID operations of their

organization, we recommend that they Individual

Sponsor ',

identify a Delegate who does.




Sponsorship

Individual Sponsor (“Sponsor”):

* An individual who acts on behalf of their organization to identify
end users of a service

Note: An individual may be both the Sponsor and the LRP in their organization

Service ’ Sponsoring

Owner - - Organization '

Individual
Sponsor




Sponsorship

End User:

* An individual with authorized access to eHealth service(s)
granted by the Sponsor

Service /' Sponsoring

Owner / Organization '

Individual

Sponsor '
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Registration

The process of validating an individual’s identity and creating their
ONE ® ID account is known as Registration.

* Identity Validation: Identity must be validated to a requisite
Assurance Level corresponding to the rigour of proof used.
Assurance Level Two (AL2) is the minimum assurance level
necessary for access to personal health information.

* Data Collection: Each ONE ® ID account is tied to an individual’s
“real world” identity. During registration, an individual’s identity
information is captured in the system including their Legal Name,

Gender, and Date of Birth.



Registration — Identity Validation

Assurance Level Two Registration requires:

1. The in-person review of at least one (1) eHealth Ontario

approved Primary Identity Document

AND

2. Any one (1) of the following Secondary Verification options:

A) Supplemental Validation
B) Professional License Number
C) Identity Document Validation (Primary or Secondary)

All forms of identifying documents must indicate the applicant’s
name and be current. Combined, they must contain a photo, confirm
the applicant’s Legal Name, Gender, and Date of Birth.




Registration — Identity Validation

Secondary Verification Options:




Registration — Data Collection

All data collected during the registration process must be recorded
as part of the registrant record, including:

* The registrant’s First and Last Names (both preferred and legal),
Gender, and Date of Birth

* The type, number and expiry date (if applicable) of the Primary
|dentity Document

* The type of the Secondary Identity Document or the context used for
Supplemental Validation

* The registrant’s professional license information (if applicable)

Additionally, you are also required to enter the registrant’s contact
email address and phone number for security and service support
purposes.



Registering Organization Model

What is the Registering Organization Model?

* Leverages an organization’s existing internal identity validation
process for registration into ONE ® D

o Registrants need not present identity documents face-to-face
to the LRA. The LRA enters the registrant’s core identity
information in the system.

How does an organization implement this model?

* The LRP or their delegate must provide approval for its use and
complete a questionnaire for assessment confirming that the
organization’s internal process meets AL2 requirements



Enrolment

Enrolment establishes an individual’s entitlement to use a service by
authorizing their account for access. Before being enrolled:

* Sponsorship for the service must be established

* The account must have the requisite assurance level
Depending on the service, you may need to capture information
beyond the user’s authorization for access. Different services have

various roles and/or attributes depending on the type of user or
access required.

All roles and attributes should be validated by the sponsor prior to
enrolment being completed.



The Registration and Enrolment Process

@) Provides authorization for access to the service

IIIIIlllllllllllllllllllllllllllllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII’

Evidence Validating:
» Legal Name

* Gender

 Date of Birth

ll““'
Sponsor . LRA e
p \’\fO \U to---““‘ LRA
d ‘\dent V-\l‘ )
(2] PrO"‘_ has clearly identified both the user
auet® and the service being authorized

Validates ldentity to AL2

LRA gives credentials to the registrant

4.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Enters Sponsorship, Identity, and
Enrolment information into ONE ®

M ©
PP A |ZI Ensures that the correct Sponsor

|

4

Registrant
_ _ ID system, and the system displays
@ Logs into website, performs the credentials to the LRA
self-complete, and can access

the service

‘IIIIIIIIIIIIII
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The LRA Role

As an LRA, your responsibilities extend beyond the registration and
enrolment of end users. You are the first point of contact for ONE® ID
related matters within your organization.

Specific responsibilities include:

* Manage ONE® ID processes and ensure policy compliance

* Process adds, changes, deletions of end users on an ongoing basis
* Answer registration and enrolment questions from end users

* Help activate user accounts

* Ligise between eHealth Ontario and your organization



Privacy and Security

The ONE ® ID Registration process requires LRAs to deal with
sensitive information regarding their users. Hence, it is important to
understand the privacy and security principles.

What is privacy?

* Privacy is an individual’s right to control the collection, use, or
disclosure of his/her personal information

What is information security?

* Information security means protecting information and
information systems from unauthorized access, use, disclosure,
disruption, modification, perusal, inspection, recording, or
destruction [®]



Personal Information

Personal information means recorded information about you:

* Name * Age
* Address * Education
* Gender * Medical or Employment history

Personal information recorded as part of the registration process:

1. Name

2. Gender
3. Date of birth

4. Primary identity document number

20



Guidelines for Protecting Personal Information

As an LRA, you are responsible for protecting the privacy and security

of the personal information collected during the registration process.

Do not retain any of the identity documents — originals or photocopies

Do not record any information about an individual other than the
information required in the ONE® ID system

Do not disclose any personal information collected

Store any temporarily retained registration paperwork in a locked
cabinet

Follow your organization’s document retention policies

o If your organization requires disposal of paperwork, ensure it is done
securely

Do not email personal information (e.g. identity information, user
passwords, etc.)



What is a Privacy Incident?

A privacy incident is the suspected unauthorized collection, use,
disclosure, retention, or destruction of personal information that is not in
accordance with applicable legislation or other privacy standards.

An incident may be real or perceived, intentional or inadvertent.

Contact eHealth Ontario immediately if you suspect a breach of
privacy or security, such as:

* Personal information is stolen and used to perpetrate
identity theft

* Documentation for destruction is disposed of in a manner other
than secure shredding (cross-cut shredding is acceptable)



The ONE ® ID System

The ONE ® ID system is a web interface that allows an LRA to
perform the following activities:

* Register new individuals to create their ONE® ID accounts

Record identity document information to bring users up to AL2

* Maintain users’ preferences to keep them current

Enroll users into new services

Update identity information for users
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Log in to ONE® ID

e”ea’th On tar f O About Us Contact News Frangais

°
For Patients and Families For Health Care Professionals For IT Professionals Client Support L o g I n io 0 N E ® I D

OME 1D Registration Community

Welcome to the ONE" ID Registration Community ] . GO to:

Overview

Policy and Standards

Implementation The purpose of this page is to provide Local Registration Authorities (LRAs) with all necessary information to sup h1.1. p S . //W W W. e h e u I.I.h 0 n.l-u r i 0. 0 n . c u /

ONE® ID within their organization.

Support Documents

Authorized LRAs are able to access the CIick here to ! One'ld-lrﬂ

LRA Training Sessions

Computer Applications and ¢ — (o [of o1 the 2. CIiCk Access the

o ONE® ID ® ..
If you are an LRA but have not yet recei"™§ access { Applicaﬁon DNE ID LRA training. ON E ID Appl Icqtl on

Under Support Documents, you can find the most up-to-date documentation regarding ONE 1D processes or you
select from the following quick links:

Contact Us

:(—) Back to Support Main Page

@ Local Registration Authority Procedures Manual
@ Local Registration Authority User Guide

(D Registration FAQs

@ Privay FAGs

@ Registrant Reference Guide
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https://www.ehealthontario.on.ca/one-id-lra
https://www.ehealthontario.on.ca/one-id-lra

Log in to ONE® ID

ONE ID | Log in to ONE® ID

Identity & Access Management
Help  Links

3. Enter your ONE® ID

ONE ID

ldentity & Access Management Log in I D & Pd SSWO rd

OME® D identity and access management enahles secure access to eHealth services.

Fleasze log inwith your login 1D and password, . °
4. Click Login

p
“Login: |pear|.shaw@0neid.un.ca

*Password: |.........

ForgotLogin D Forgot Passward
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Log in to ONE® ID

ONE ID' Log in to ONE® ID

Identity & Access Management
Help

P 5. Enter your RSA PIN and

Enter PIN and Secure Token Number

On this screen you should enter the PIN you have previously created for this token and the number displayed on the token. T k d
You must then click on the =Confirm= button. O enco e

If you are using your token for the first time and have not previously created a PIN for it, or the PIN has been reset by the
eHealth Ontario Service Desk, please leave the PIN field blank.

Click here if you would like futher information about the completion of this screen. 6 C I . k C f‘
. IC onrirm

Username PEARL.SHAW@ONEID.ON.CA

PIN Leave this field blank if a PIN needs to be created for this token.

Tokencode
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ONE ® ID Home Page

ONE ID | ONE® ID Home Page

Identity & Access Management

Home  Mew Request+ My Profile  Help  Links  Logout

Home 1. System notices

Wielcome to the ONE D [dentity and Access Management System. Az a Local Registration Authority, yvou can use the system to process
registration and enralment requests. Flease use the menus above 1o bedin.

) v 2. Summary of pending &

ATTEMTION: A new registration option, Supplemental Identity Validation, is availahle within the Documents drop down list. Under
approved circumstances, this option may be used in lieu of a Secondary [dentity Document. Flease wisit the Registration Community

Site, wwaw ehealthontario.caira, for more details. SucceSSfU I reg iS'I'I'CIﬁOnS
(User Status Dashboard: ‘

and modifications

Pending Status Successful Status
(¥ou will be notiffed via e-nail 1 the last 7 days)
when the dashboard is updated)
Mo Records Found Mo Records Found
N J‘

Acceptable Use Policy  Privacy Staternent
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Register and Enroll New Individuals

ONE ID

Identity & Access Management
Home | Mew Request= |y Profile

To begin:

Help  Links  Logout
Individual

Home

1. On the Home screen,

Welcome to the OME 1D Identity and Access Management System. As a Local Registration Authority, yvou canuse the system to process
registration and enrolment requests. Please use the menus abave to hegin,

o
click New Request and
ATTEMTION: & new registration aption, Supplemental Identity Validation, is availahle within the Docurments drop down list. Under

Individual
approved circumstances, this option may he used in lieu of a Secondary [dentity Document. Please visit the Registration Community
Site, www ehealthontario cafra, for mare details.

Uzer Status Dashboard:

Pending Status Successful Status
(You will be notifted via e-mmail {n the last 7 days)
when the dasfirhoard is updated)

Mo Records Found

Mo Records Found

Acceptable Use Policy  Privacy Staterment
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Overview: Registration and Enrolment Steps

1.

Verification &
Sponsorship

Select the date
verification was
performed and the
sponsoring
organization;
confirm that
authorization for the
request was
received.

2.
Identify Individual

Prevent duplicates by
determining whether a
registrant already
exists before creating
the record.

3.

Registrant Profile

Enter:

Preferences

Service Desk
Challenge Questions
|dentity

Document(s)
Professional
Designation(s)




Step 1: Verification & Sponsorship

Verification and Sponsorship

Flease select the person that wverified the individual's identity and the organization that is sponsoring the change.

S p— Verification/Sponsorship
I’Vefiﬁed On: Dec = [01 =] [z014 |

Registration Agent
{* Peatl Shaw PEARL. SHAWEONEID.OMN.CA

1. Capture date verified

Selected: Pearf Shaw

2. If authorization was
received, place a
checkmark in the
[|7 Authorization for this request was received from a recognized sponsor ]
T T —rr— Avuthorization box

% The Toranto East General Hospital

3. Select the organization
sponsoring the

Available Services indiVidUCII’S enl‘0|men1'
Application_Owner

DPV

e 4. Ensure the requested
ENLB

Enterprise Reporting

service is available

lNext S I Cancel
Asterisk (*) denotes required field. 5. CI'Ck NeX|l
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Step 2: Identify Individual

ONE ID

ldentity & Access Management

Invitations » Search~ New Reguest= My Profile  Help  Links  Logout

Identify Individual

Use the Login ID or Regulatory College to search for an existing registrant. If you don’t have this information, please enter the individual's

identity information in the fields to the right.

Provide Existing ONE ID Login ID

Login ID:
Provide Regulatory College Information
Regulatory |Choose One [x]
College:
Registration
Number:
Search Results

Provide Identity Information

Title: | Mrs. : |
*First Name:l Rita J
Middle Names:
*Last Nameil Sinclair I

*Legal First Name:[ 15

*Legal Last Name:| cinc|air

“Gender: l Female v'
“Date of Bi'ﬂ‘:lJan [-]01[~] 1970 )

@ To add a new registrant, you must begin by performing a search for existing individuals.

New Registration I Modify Registration | Cancel

Acceptable Use Policy Privacy Statement

Asterisk (*) denotes required field.

Identify the Individual

1. Enter the individual’s:

="  First & Last Name

Note: Legal First and Last
Name will self-populate

= Gender
= Date of Birth

2. Click Search
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Step 2: Identify Individual

Identity & Access Management

;"_ Ll ONE 1D Identify the Individual

Home Invitations~ Search~ MNew Request~ My Profle Help Links Logout

Identify Individual 3. Click New Registration

Use the Login ID or Regulatory College to search for an existing registrant. If you don’t have this information, please enter the individual's
identity information in the fields to the right.

Provide Existing ONE ID Login ID Provide Identity Information

Login ID: Title: [ Mrs. [+
*First Name: pjiy

Middle Names:

“Last Name: ginciajr

Provide Regulatory College Information

e it | =l *Legal First Name: Rii
egulatory | Choose One
College: *Legal Last Name: gjnclair

Registration E
oo Gender: Femdle _[3]
*Date of Birth: |ia“_|2| MEl 1970

Search

Search Results

/& No matching results.

I New Registration I Modify Registration | Cancel |

Acceptable Use Policy  Privacy Statement

Asterisk (*) denotes required field.
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home  bew Reguest+ My Frofle  Help  Links  Logout

Registrant

Mrs. Rita Sinclair _ L8 & ¢ . .
[Female,borndan1,19?D,Iegalname Rita Sinclair] Rudirmentary Assurance Before proceedlng, Verlfy

[zet contact email)

TR cootcotact rone) that the information entered

2= Enalish (change)

so far is correct.

Challenge Documents Professianal Enralments
Questions Designation
2 If there are errors:

Mo questions defined.

1. Click Cancel

2. Re-enter the

information

This record is notvet complete. Please address the issues belaw before proceeding, 3 Sec’ I’Ch ngin on fhe
L[]

» Senice desk challenge guestions have notyet heen entered.
* Please enter a valid contact email address for this individual.

* Please enter avalid phone numbhber far this individual. Co rrecll-ed info rm qtion

Acceptable Use Policy  Privacy Staternent

33




Step 3: Registrant Profile

Home

ONE ID

Identity & Access Management

Mew Request+ Wiy Profile Help Links Logout

Registrant

Mrs. Rita Sinclair
Female, hornJan 1, 1970, legal name Rita Sinclair

(=zet contact email)
B (set contact phone)
== Enalish change)

L d f

Rudimentary Assurance

Challenge Diocuments Professianal Enrolments

Gluestions Desighation
Add

Mo gquestions defined.

This panel keeps you
informed of the

This record is notyet complete. Flease address the issues helow before proceeding. reinning deTGiIS 1'0 be

* Service desk challenge questions hawve notyet been entered.
* Please enter avalid contact email address for this individual.
= Please enter a valid phone number far this individual.

entered before the
record can be saved.

Acceptable Use Palicy  Privacy Statern
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mew Request+ Wiy Profile Help Links Logout

Registrant

Mrs. Rita Sinclair
Female, hornJan 1, 1970, legal name Rita Sinclair

(=zet contact email)
B (set contact phone)
== Enalish change)

L d f

Rudimentary Assurance

Challenge Diocuments Professianal Enrolments
Guestions Designation
Add

Mo gquestions defined.

Cancel to stop the
registration process.
All previously entered
data is discarded.

At any time, you can click

i

Cancel

Acceptdble Use Palicy  Privacy Statermnent
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Step 3: Registrant Profile

Home

ONE ID

Identity & Access Management

Mew Request= My Profile  Help  Links  Logout

Registrant

Mrs. Rita Sinclair
Female, haornJdan 1, 1970, legal name Rita Sinclair

B{Geet cortoct ema )
B (=t contact phone)
Ej= English (change)

L d f

Rudimentary Assurance

Challenge

Documents Professional Enrolments
Gluestions Desighation
dd

Mo guestions defined.

This record is hotyet complete. Please address the issues bhelow befare proceeding.

» Service desk challenge questions have notyet been enterad.
* Please enter avalid contact email address for this individual.
= Please enter a valid phone number for this individual.

Cancel |

Acceptable Use Policy  Privacy Statement

Preferences

1. Click set contact email
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Step 3: Registrant Profile

ONE ID | preferences

Identity & Access Management

Home Mew Request~ Wiy Profile Help Links Logout

2. Enter the contact

Preferences
“Contact Emaif T B T ] email address
*Contact Phone Number{ 1234561230 ]
——— 3 Enter the contact
phone number
4. Change the
preferred language
(optional)
Acceptable Use Policy  Privacy Statement Note: Preferred Language

applies to the Portal

Asterisk (*) denotes required field.

enrolment only

5. Click OK
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mew Reguest~ by Profile Help Links Logout

Registrant

Mrs. Rita Sinclair
Female, harn dan 1, 1970, legal name Rita Sinclair

rita.sinclairg@tegthospital.on.ca (change)
& 123-456-1230 (change)
2= Enaglish (change)

L f f

Rudimentary Assurance

Challenge Documents Frofessional Enrolments
Gwestions Designation
—

Mo guestions defined.

This record is not vet complete. Please address the issues below hefore proceeding.

= Service desk challenge questions have notyet been entered.

Cancel |

Acceptable Lse Policy  Privacy Staterment

Challenge Questions

1. On the Challenge
Questions tab,
click Add
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Step 3: Registrant Profile

ONE ID Challenge Questions

Identity & Access Management

Home Mew Reguest~ by Profile Help Links Logout

2. Select two (2) Service
Desk Challenge Questions

Service Desk Challenge Questions

These challenge questions are used by the semvice desk to verify your identity if you require assistance with your account over the

phone.
IWhatciwDrmwnwas your mother born in? j |L0nd0n qnd enter ll.he CInSWe rS
IWhatyear did you leawve hame? j |1 9a8

y,

- Cancel |

Each question can only
be selected once.
The values entered for

each answer must differ

Acceptable Use Policy  Privacy Statement from The ther.

3. Click OK
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Step 3: Registrant Profile

ONE ID

Identity & Access Management
Home Mew Request Wiy Profile Help Links Logout

Registrant

Mrs. Rita Sinclair o i i

Female, bornJan 1, 1970, legal name Rita Sinclair Rudimentary Assurance
rita. sinclairggtegthospital.on.ca (change)

B 123-4586-1230 (change)

Ej= English (change)

Challenge Diocuments Professianal Enrolments

Guestions Desighation

chane The answers to the
Question Answer ®

WWhat city ar towen was your mother barn in? Eiiaaasaasd Chq”enge QUGS'I'IOHS qre

Wihat year did you leave home?

masked to keep them

confidential.

The record is now complete and may be saved. Sawve | Cancel |

Acceptable Use Policy  Privacy Staterment
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home  Mew Request= Wy Profile  Help  Links  Logout

Registrant
Mrs. Rita Sinclair _ LA A !
Ferale, harnJan 1, 1970, legal name Rita Sinclair Rudimentary Assurance

rita.sinclain@tegthospital.on.ca (change)
T 123-456-1230 (change)
Elg English (change) o Useris sixteen years of age or older,

¥ Twoverified identity documents.

Challenge Diocuments Professional Enrolments

Questions Designation #  One primary identity document. The requiremen‘l‘s for
Change ¥ One primary identity docurment with a

Srestion U Assurance Level 1
What city ar towen was your mother born in? . i i

Vit yaar G vou leavs homa’ ¥ Oneidentity docurment with a photo. hqve nOW been me-l-.

¥ Neither identity document was expired
when verified.

The record is now complete and may be saved. Sawve | Cancel |

Acceptable Use Policy  Privacy Statement
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3: Registrant Profile

Home

ONE ID

Identity & Access Management
Mew Regquest- Wiy Profile Help Links Logout

Registrant

Mrs. Rita Sinclair
Female, harn Jdan 1, 1970, legal name Rita Sinclair

tita. sinclair@tegthospital.on.ca (change)
B 123-456-1230 (change)
2= Enalish (chanos)

LA 8

Rudimentary Assurance

Challenge Documents Professional Enrolments
Questions Designation

Add Documernt

Mo documents for this individual,

The record is now complete and may be saved.

[Sove | conea

Acceplable Use Policy Privacy Staternent

Primary ldentity Document

1. On the Documents tab,
click Add Primary
Document
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Step 3: Registrant Profile

ONE ID Primary Identity Document

Identity & Access Management

Home Mew Reguest~ by Profile Help Links Logaout

Identity Document 2. Select the 'rype of
‘Document TWE:lDri\rer's License | ¥ Photo ID: document

*Humber: 554771
Expiry Date: | | ~ Im vI 016 3
L]

I OK I Cancel |

Enter the document

number

4. Enter the expiry date
(if applicable)

5. Click OK

Acceptable Use Policy Privacy Statement

Asterisk (*) denotes required field.
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mew Request= Wiy Profile Help Links Logaout

Registrant

Mrs. Rita Sinclair
Female, harnJan 1, 1970, legal name Rita Sinclair

rita.sinclairg@tegthospital.on ca (change)
& 123-456-1230 (change)
2 Enalish (change)

o o iy

Rudimentary Assurance

Professional
Desighation

Challenge Docurments
Questions

Enralments

l Add Docurment I

Document Type

Driver's License 1] &= (change)

Verified By
FPeatl Shaw

Verified On
Mow 21, 2014

The record is now complete and may be saved.

Sawe | Cancel |

Acceptable Use Policy  Privacy Statermnent

Secondary Verification

1. To enter a secondary

verification, click
Add Document
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Step 3: Registrant Profile

Q,NEIQ A) Supplemental Validation

Home Invitations = Search- New Request~ MyProfle Help Links Logout

isntity Dociifmert 2. Select Supplementary
x[}ocumemTYPE:[Supplemer‘.tar_y Identity Verification El Photo |D] Identlty Verlflcailon
Number;
Exply Do T I | as the document type

Met registrant at recognized practice location m Documenf num be rl
Established professional relationship with user for a minimum of 12 months — .
Cancel | expiry date & Photo ID

appear greyed out

3. Select the contextual
evidence used to

support applicant’s
identity

Acceptable Use Policy Prvacy Statement

Asterisk (*) denotes required field.

4. Click OK
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Step 3: Registrant Profile

ONE ID B) Professional Designation

Identity & Access Management

Home Mew Request+ by Profile Help Links Logout

2. Select
Current Registration

Identity Document

“Document Type{ Current Registration Document from the College of a Health Profession E|] Photo ID:
Number:
cxpey ot [ [ ] Document from the
College of a Health
Profession

3. Click OK

Acceptable Use Policy  Privacy Statement

Asterisk (¥) denotes required field.
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Step 3: Registrant Profile

Invitations = Search+ New Request-

Identity Document

My

ONE ID

Identity & Access Management

Profile  Help Links Logout

*Document Type:
Number:
Expiry Date:

*Registration
Context:

Approved Alternative Registry

BYID Card (formerly Age of Majority card)

Birth Certificate issued by a Canadian Province or Territory
Blind Persons Right Act ID Card

CANPASS

CNIB Photo Registration Card

Canadian Certificate of Birth Abroad

Canadian Certificate of Indian or Metis Status

Canadian Convention Refugee Determination Division Letter

Canadian Employment Authonzation

Canadian Immigrant Visa Card

Canadian Minister's Permit

Canadian Passport

Canadian Permanent Resident Card

Canadian Police Force Identification Card

Canadian Student Authorization

Certificate issued by a government ministry or agency

Certificate of Canadian Citizenship

Certificate of Naturalization

Change of Name Certificate

Citizenship Identification card issued by a foreign jurisdiction
Citizenship and Immigration Canada Refugee Protection Claimant Document
Confirmation of Permanent Resident (IMM 5292)

Current Employee Card from a Sponsoring Crganization

Current Professional Association License/Membership Card

Current Registration Document from the College of a Health Profession
Driver's License

Federal, Provincial, or Municipal Employee Card
Firearm Registration License

Supplementary Identity Werification |~ Photo ID:
Choose One "

(5] conce

m

Use Policy Privacy Statement

Asterisk (*) denotes required field.

C) Identity Document
Validation

2. Select a second
identity document

(Primary or Secondary)

Click the checkbox for
Photo ID (if applicable)

3.

4. Click OK
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Registering Organization Option

ONE ID | Employee Identifier

Identity & Access Management

Home Mew Request= Wiy Profile Help Links Logaout

Registering Organizations
have an additional identity
validation option:

Registrant

Mrs. Rita Sinclair Wi

Female, harn Jan 1, 1370, legal name Rita Sinclair Rudimentary Assurance

rita_sinclair@tegthospital.on.ca (change)
& 123-456-1230 (change)

2 Enalish (change)
1. On the Documents tab,
SEZEEEEE Documents EeriEgSnSaigE? Enralments click Add Employee

T Identifier

Add Primary Document

Add Document

Mo documents for this individual

The record is now complete and may be saved. Sawve | Cancel |

Acceptable Use Policy  Privacy Statermnent
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Step 3: Registering Organization Option

Identity & Access Management

ZS0ntario ONE 1D Employee Identifier

Hnme Invitations » Search+ MNew Request+ My Profle Help Links Logout

2. Enter the
Identification Number

Identity Document

] (e.g. Health Service
(o) coneel] Provider ID or
Professional License
Number)

Note: Document Type is
preset to “Employee
Identifier” & Organization
is displayed

Acceptable Use Policy Privacy Statement

Asterisk (¥) denotes required field. 3. CIiCk OK
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Step 3: Registering Organization Option

ONE ID| Employee Identifier

Identity & Access Management

Harme: Mewe Request = Wy Profile Help Linkz Lot

4. The Documents tab
Mrs. Rita Sinclair i displays the

Female, born Jan 1, 1970, legal name Rita Sinclair Medium Azzurance

ritazinclair@teghospital.on.ca (change) D o c U m e nt Ty pe d S

B 123-456-1230 (change)

B8 Engon v “Employee Identifier”

Registrant

Challenge Documents Professional Enrolments
Questions Designation

Add Primary Document

A Docunert The identifier number is

Document Type Verified By Verified On
Employes dertifier G ] Pearl Shaw: Deca, 2014

sufficient to grant
Assurance Level 2.

There is no need to

review additional

This record is not yet complete. Please addreas the issues below before proceeding. Save | Cancel d OCU m e nTS .

= Mo professional designations wwere provided. Pleaze add one or elze zelect Mot Applicable in dropdown.

Acceptable Use Policy  Privacy Statement
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mewy Reguest = My Profile Help  Links Logout
Registrant
Mrs. Rita Sinclair i i i
Female, born Jan 1, 1970, legal name Rita Sinclair Medium Azsurance
rita sinclair@teghospital on.ca (change)
P 123-456-1230 (change) " Useris sizteen years of age or older,
EIZ English (ch ATie] f i
=3 English (change) o Two verified identity documents.
A & One primary identity document. 1

Challenge Documents Professional Enrolment=

Cupstane DB " One primary identity docurnent with a
Ll Document numper.

Document Type & One identity document with & photo.

Driver's License TJ &S| (change)
| Supplementary ldentity “erification (change) ',. Meither idEﬂTiT&f document was E}{pire'j

when verified.

Thiz record is not yet complete. Please address the issues below before proceeding.

Save | Cancel

= Mo professional designations wwere provided. Pleaze add one or elze select Mot &pplicable in dropdoswn.

Acceptable Use Policy  Privacy Statement

The requirements for
Assurance Level 2 have
now been met. However,

Professional Designation

details must be entered to
complete the record.
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Step 3: Registrant Profile

ONE ID Professional Designation

Identity & Access Management
Home: Mewy Regquest + My Profile Helg Links Logout

Registrant 1. On the Professional

Ld Ld Ld

Mrs. Rita Sinclair ik Designation tab, click
Female, born Jan 1, 1970, legal name Rits Sinclsir Medium Azsurance

vita zinchair@teghospital onca (change) Ad d

TT 123-456-1230 (change)

ZI2 English (change)

Challenge Documernts Professional Enroltmerits:

Guestions Designistion

Add
Thiz record is not vet complete. Please address the issues belowe befare proceesding. Save | Cancel

= fo professional designations were provided. Please add one or elze select Mot Applicable in dropdovwn.

Acceptable Use Policy  Privacy Staternent

52



Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mewy Reguest = My Profile Help Links Logowt

Professional Designation

*Requlatory College: lCoIIege of Murses of Ortario

=]

*Registration Humber: l1 2R45ETE

. Cancel

Asterisk (*) denotes required field.

Professional Designations match

against the Provider Registry.

An error may be received if the

number entered does not

correspond with the

registrant’s name.

Professional Designation

2. Select the
Regulatory College

Note: If the registrant is
not a licensed healthcare
professional, select

Not Applicable

3. Enter the
Registration Number
(if applicable)

4. Click OK
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Step 3: Registrant Profile

Home

ONE ID

Identity & Access Management

Meww Reguest = My Profile Help  Links Logout

Registrant

Rita Sinclair

Female, born Jan 1, 1970, legal name Rita Sinclair
rita.sinclair@@teghospital.on.ca (change)
B 123-456-1230 (change)

22 Englizh (change)

W oy W

Iedium Assurance

Professional Enralments

Designation

Challenge Dacuments

Guestionz

Add Enrolments or Roles

Enrolment

m @eHeanhOntario.ca Partal

Status

The recard iz now complete and may be saved.

Save | Cancel

Acceptable Use Policy  Privacy Staterment

The eHealthOntario

Portal enrolment is

added by default.
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Step 3: Registrant Profile

ONE ID | Enrolments

Identity & Access Management
Home: Mewy Reguest = My Profile Help Links Lot

1. To add an enrolment,

click the Enrolments
S tab, then click
S Add Enrolments or
Roles

Registrant

Rita Sinclair ir Wy W

Female, barn Jan 1, 1870, legal name Rita Sinclair Medium Aszurance

Challenge Daocutments Professional Enrolments
Gestions Designation

[Add Entolments ar Rales ]

Enrolment Status
m Lf;]eHearthOrrtario.ca Partal

The record is novw complete and may be saved. Save | Cancel

Acceptable Use Policy  Privacy Statement
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Step 3: Registrant Profile

Haome

ONE ID

Identity & Access Management

Mewy Redguest = My Profile Help Links Loggost

Add Enrolments or Roles

This registrant currently has no enralmernts for the sponsor.

Auvailable Services

Service

T application_Dwner

The registrant has been registered at 2 Medinm level of assurance.

Minimum LOA Required
flecdium
fledium
tdedium
fdedium
tdedium

Acceptable Lise Policy  Privacy Statement

Enrolments

2. Click the checkbox
beside the desired
service(s)

3. Click Next

Note: A greyed out checkbox indicates enrolment(s) available to the organization, but not

available for the LRA to enroll. If a user requires access to such service(s), submit a

request to Registration Agents after completing the user’s registration.
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mailto:registration.agents@ehealthontario.on.ca

Step 3: Registrant Profile

= Antario NS ONE ID | Enrolment Attributes

Identity & Access Management

Home  Invitations ~ Search~ New Request~ My Profile Help Links  Logout

Add Enrolments or Roles

Service
& DPV (incomplete)

The enrolment

attribute screen will

appear if an attribute

is required.

L ——

DPY Usage Type *

Choose One

I & 1. Enter the attribute as

Clenical rop-down list above, please select 'Other’ and specify the role here
Ministry of Health and LTC Employee

Nurse req Uired

Pharmacist
Pharmacy Technician

e (e.g. Token code, role)

\Other

(Gus)fcmca] 2. Click Finish

Acceptable Use Policy Privacy Statement

Asterisk (*) denotes required field.
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Step 3: Registrant Profile

ONE ID

Identity & Access Management

Home Mewe Reguest = My Prafile Help  Links Logout

Registrant

Rita Sinclair
Female, born Jan 1, 1970, legal name Rita Sinclair

rita.sinclair@teghospital on.ca (change)
ﬁ 123-456-1230 (change)

Sl Englizhizhange)

Wi W

Medium Assurance

Challenge Documents Professional Enrolmerts

Cuestions Desigration

Acd Enrolments ar Roles

Enrolment
o @ory

\Jﬂ @eHeaﬂhOrﬂario «ca Portal

Status

The record iz novw complete and may be saved.

Cancel

To save the record:

1. Click Save

58



Step 3: Registrant Profile

Registrant

Identity & Access Maghoemaent

= Successtully savwed registrant. Login i is FITAASINCLAIRS-ONEID.ON.C A and ©

Rita Sinclair {change)
FITA SIMCLAIRENOMEID OM.CA
Female, barm Jan 1, 1970, legal name Rita Sinclair

rita. ginclair@teghospital.on.ca (change)
ﬁ 123-456-1230 (change)

2 Englizh (change)

/o, Pending Self-Complete

@eHeaﬂhOrﬂario.ca Partal

Enrolmerits Challenge Daocuments Profeszional Crederntialz Subsidiary
Guestions Designation Accounts
Marage Enralments and Roles -
Enrolment Status
m Popy

The registrant’s
Login ID and

temporary password
are displayed.

Provide the Login ID and
temporary password to
the registrant.

These credentials are

required for
Self-Completion.




Step 3: Registrant Profile

ONE ID

Identity & Access Management

Hiarme: Mew Request « My Profile Help Linkzs Lot

Registrant
Rita Sinclair rchange) W i W
RITA SIMCL ARG OMEID DR A hedium Azsurance

Female, barndan 1, 1970, l2gal name Rita Sinclair
rita zinclair@teghospital onca (change)

ﬁ 1234561230 (change)

28 English rchange)

/o, Pending Zelf-Complete

S Q 17 7 ©
Enrolmerts Challenge Documents Professional Credentials Subsidiary C I IC k + b e S I d e q n

Guestions Designation Accounts
L]
Wanace Enroliments and Roles - y X enrOImenT TO dlsplqy
Enrolment Status LOA Ove . . b
& (@ DPV
=8 ‘Li-'lToronto East General Hospital Active MNo ITS crl"l.rl UTeS

[ &3 User (Mandatory)

L'\'jeHeaIthOnlario.caPDrtal (e.g. STGTUS, Sponsoring

Attributes for DPV as sponsored by Toronto East General Hospital

organization)

Rita

Legal First Name

Legal Last Name Sinclair
DPV Usage Type Other
Other DPV Role & preceded enrolment atiribute

Acceptable Use Policy  Privacy Staternent
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Step 3: Add ONE ® Mail Direct Enrolment

Home

ONE ID

Identity & Access Management
Mewy Reguest = My Profile Help Links Lot

Registrant

Rita Sinclair

Female, born Jan 1, 1970, legal name Rita Sinclair
rita. ginclair@teghospital.on.ca (change)
ﬁ 123-456-1230 cchange)

2 Englizh cchange)

W i W

hedium Assurance

Challenge Daocutments Professional
Gestions Designation

Enralments

[Add Entolments ar Rales ]

Enrolment
m @eHearthOrrtario.ca Partal

Status

The record is novw complete and may be saved.

Acceptable Use Policy  Privacy Statement

Add ONE ® Mail Direct

1. Under the Enrolments
tab, click Add
Enrolments or Roles
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Step 3: Add ONE ® Mail Direct Enrolment

ONE ID| Add ONE® Mail Direct

Idantity & Access Management
,_'. Irm‘taht)nsv Search~ MNewRequest» MyFrofle Help Links Logout

2. Select the checkbox
beside “One Mail

This registrant currently has no enrolments for the sponsor. Di rec-l'"

Add Enrolments or Roles

The registrant has been registered at a Medium level of assurance.

Available Services

Service Minimum LOA Required

'_ o P L .
o ST et 3. Click Next

Acceptable Use Policy Privacy Statement
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Step 3: Add ONE ® Mail Direct Enrolment

= ONE ID | Add ONE ® Mail Direct

Identity & Access Management

Home Invitations~ Search» MNew Request~ My Profle Help Links Logout

- 4. Click Finish

Add Enrolments or Roles

Enrolments and Credentials
Service
& One Mail Direct

The default email address is:
firstname.lastname(@one-mail.on.ca
* For example, the email prefix is

One Mail Direct —_— pre-populated to rita.sinclair

Email Prefix *

nta sinclair

Pharmacy Name

Leave this field blank

Pharmacy Address Vanity Domain (@yourorg.ca), you

Leave this field blank

If your organization is set up with a

may request to change the emaiil
The Pharmacy Name & Pharmacy prefix to your organization’s format.
Address fields are only modified
by eHealth Ontario for Ministry
Pharmacy accounts.

able Use Policy Privacy Statement

LRAs should leave these fields blank.
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Step 3: Add ONE ® Mail Direct Enrolment

ONE ID | Enrolment Attributes

ldaniity & Accass Managasant
Home  New Request s Wy Frofie  Hep  Links  Logout

1. Click the Enrolments tab

Registrant

Rita Sinclair e vun 2. Click ONE ©® Mail Direct

RITA SINCLARROMEID O} CA Miedhem Anurance
Female, born Jan 1, 1970, legal name Rita Sinclair

A At 3. Click the Sponsoring

T 123-455-1230 (change

88 engish chunse Organization name to

a, Pending Seif-Compiste

view ONE ® Mail Direct
attributes

Chalengs Dot s Professionsl Credartialy Subsidiary
Cusstions Dre-sagnation ACCOUNE

Wanage Enroiments and Roles

End ddimgsnd Ltatus LA Owerride
- CEOME D Apphcation
T U3 O Bail Direct ]

& Tovomno East Goneral Hosptal ] Acihve Mo
¥ Liser (Mandaioey )

G- CgletteaRintais ca Portal

idtribubes for O Mol Drect a3 sponsoned by Toronto East Goenonal Hospital

Ermvad v efin AR Srcier

Profin Duplicate Error

Or Mail Dis oct Primary Addross R SncarGOsE-Lal o o
Prarmacy Harme

Pharmacy Address

Mlail Box S1atus A

Mail Biox Sine

Hida From Global Address Book

Qe Mail Dis et Comgeany Narmse T B GENETE FOIOR
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Step 3: Add ONE ® Mail Direct Enrolment

ONE 1D | Prefix Duplicate Error

ldeniity & Accass Managasant
Home l_hwlhcu:ﬂv My Profis Hep Links Lopout

_ The Prefix Duplicate Error
Registrant .
, occurs when the email
Rita Sinclair .00

oW
RITA SRCL AIRROMEID Of_CA Mechem Arnrance

e b e . 1670 e s S prefix requested is

E rite sinclair@teghaspdal onca (changs
PP 1234551230 hange qlreqdy quen
B Englsh (change)

i, Pending Seil-Compiste

Ervoimsrts | | Chalengs || Documerts | Professionsl | | Crederfials | Subsidiary NOTe: ON E ® ID Wi” Gdd a

Caestions Die-sagniation ACTOUNE

numerical value after the
Manage Enroiments and Roles «
Encatment status Lo overrid prefix to make it unique

B PONE ID Appkoation

P Al Tourt P fnus | (e.g. firstname.lastname1)
S ot St e e -

- CgleHeaRivontario o Portal

idtributes for O Ml Drect a3 sponsoned by Toronto East Genonal Hospital

Ermail Prefis Ry o
Prefin Duplicate Error
v Mail Diswet Primary Addross

[ Prefix Changed to Rita.Sinclairl duplicate existed ]
Prearmacy Harme

Pharmacy Address

Mlail Box S1atus et

Mail Box Sine

Hide From Global Address Book

Qryst Wil D et Compeany Rarmse Totn BBl GENETE FOIORM

66



Step 3: Add ONE ® Mail Direct Enrolment

From: registration. agents@ehealthontario.on.ca et d et
il eyl Confirmation Emails

Ta: Sinclair, Rita

e

Subject: OMEMail Provisioning Email - Add User -

Atachment: 1. Confirmation email is

Hello, h ] oI

Welcome to your CHE Mail account! Sent to 1- e User S emC“

Please =save this URL (https://mail.one-mail.on.ca) - it will allow you to access

your ONE Mail Direct email account using Cutlook Web Access (OWA).

L
= Your current mailbox size limit i=s 75 MB. You will receive warning e- qddress qued In Il-he

mails as you reach closer to capacity.

i Your attachment file size limit is 20 ME. ONE ® ID preferences

= ¥Your password expires every 365 days.

It is the responsibility of each CHE Mail user to ensure that they understand
how to securely use the service. For information on how to ensure that any
confidential information you send will be secure, please visit the eHealth 2 C f' H m 'I H
Cntario web site and review the training presentations available there. ° on Irmdflon e ql IS
Please do not reply to this message. If you require further assistance or hawve

any guestions or concerns regarding the service please contact the eHealth qlso Sen‘l‘ ‘I'o ‘I'he new

Ontariog Service Desk at:

Toll free: 1-866-250-1554 ® . .
Email: servicedesk@ehealthontaric.on.ca ONE MCIII Dlrect
Best ERegards,

CHE Mail Team, eHealth Ontario The email was generated at: Mon Nov 03 13:30:17

e email address
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Requesting a Generic ONE ® Mail Direct Account

A generic account is an email address that has a non-specific prefix
format, such as info@, admin@), or support@.

In order to receive a generic email account:

* The account owner must be registered in ONE® ID and enrolled
into ONE ® Maiil

* The email can only be attributed to one (1) person as the custodian
of the account

Generic accounts are not currently available via the LRA Online System.

To request a generic account, please refer to the:
ONE® ID Local Registration Authority Procedures Manual



https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf

r‘*y.h}
>~ Ontario

eHealth Ontario




Overview: Registrant Modification

1. 2, 3.

Verification & Identify Individual Registrant Profile
Sponsorship

Select the date Search for the Modify:
verification was registrant whose Preferences
performed account will be Service Desk
modified. Challenge Questions

|dentity
Document(s)
Professional
Designation(s)




Modify an Individual

ONE ID

Identity & Access Management
Home: Mewy Request =] My Profile Help Links Lot

Incliviclual

Home

Welcome to the OME 1D Identity and Access Management System. 4z a Local Registration Sutharity, you can use the system to process registration
and enrolment requests. Pleaze use the menus above to begin,

ATTEMTION: A newy registration option, Supplemental ldentity Yalidstion, is available within the Documerts drop doven list, Under approved

circumstances, this option may be used in lieu of & Secondary ldertity Document. Please visit the Registration Community Site,
vy ehealthontario cafra, for more details.

User Status Dashhoard:

Pending Status Successful Status
You will be potified vig e-mail {in the fast 7 days)
witen the daskhboard is updatad)

Fita Sinclair Mo Records Found

Acceptable Use Policy  Privacy Statemert

To begin:

1. On the Home screen,
click New Request and
Individual
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Step 1: Verification & Sponsorship

Verification and Sponsorship

[ ] [ ] [ ] [ ]
Flease selectthe person thatwerified the individual's identity and the organization that is sponsoring the change. Verlfl ca tl o n /S po n so rs h I p
ldentity Verified Bv: | _pa = ofe
ereaor o Sl 1. Capture date verified

Registration Agent Sejected. Peary Shaw

& FPearl Shaw FEARL.SHAWEOMNEID. ON.CA 2. CheCk ll-l‘le

Avuthorization box

Note: Check the box only if a
service or role must be
added, modified, suspended,

¥ puthorization for this request was received from a recognized sponsor

¥ The Toronto East General Hospital reinSfC”ed or reVOked

3. Select the organization
that is sponsoring the

insalable Services individual’s enrolment
Application_Owner

DPV

e s ot 4. Ensure the service is
ENLB H

LEnterprlse Reporting CIVG I I CI b I e

5. Click Next
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Step 2: Identify Individual

ONE ID | Identify the Individual

ldantity & Ackoss Managerant
Home  Mew Reguest = My Profis  Hep  Links  Logout

There are three ways to
Identify Individual o oo
search an existing user:

Lk the Login ID ar Reguiatory Colaps 1o Saarch for an exisling registrant, If you dan have this information, pleaze anber the indnadusls idenidy

ntorrmation in the Teedfds to the right.
\ G’-'{-’Jl" Klerdity i comalain \ | A) Lo g in I D

[ —Provide Existing ONE 1D Login I

Lo I | A Title: | ¥
First Hamie: | ) '
L Sl ) aace ames: B) Professional

.ﬂ;:.:j:;g;_i.tliq;f_-:-!'.a;;-nl.nlmlrﬂ'.-nn ﬂ\ ‘Legal First Hame: C . Desig nq.l.ion
o o B
:_I -

=l C) Identity Information

Reqgietralion "Gander:
HMamibeezr: .
"Date: of Birth:

Search
g N )

Search Results

n T sckd & neswy regstrant, you must begn by performeng & ssanch Tor exshng indeacsds

| New Registration | Moty Regietration | Cancet ]|

Accepinnle Lise Pobcy  Privacy Stabement
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Step 2: Identify Individual

ONE ID

Identity & Access Management
Hame Mewy Reguest = My Profile Help Linkz Logot

Identify Individual

Usze the Login I or Regulatory College to search for an existing registrant. If you don't have this information, pleaze enter the individual's identity
information in the fields to the right.

—Provide Existing CME 1D Login 0

Login IIJ:' RIT & SINCLAIREOMNEID DN T8 I

— Provide Regulatory College Information

Regulatory |
College:

Registration |
Humber:

Search Results

[

Search

@ To add a newy registrant, vou must begin by performing s search for existing individuals.

—Provide Identity Infarmation

Title: vI

*First Hame: |

Middle Hames: |

*Last Hame: |

*Legal First Hame: |

“Legal Last Hame: |

*Gender: |Choose Cne 'I
‘Date of Birth: [ <[ [=]|

Hew Registration | Modify Registration | Cancel |

Scoceptable Use Policy  Privacy Statement

A) Search by Login ID

To search an existing
ONE® ID user by their
Login ID:

1. Enter Login ID
2. Click Search

Asterisk (*) denotes required field.
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Step 2: Identify Individual

Identify Individual

information in the fields to the right.

Use the Login IT or Regulatory College to search for an existing registrant. If you don't have this information, pleaze enter the individual's identity

ONE ID

Identity & Access Management
Hiarme: Mew Request My Profile Help Linkzs Lot

—Provide Existing OMNE 1D Login T

Login I0:

Search

— Provide Regulatary College Information
Regulatory I College of Murses of Ontario

College:

i)

Registration 12345678

Humber:

Search Results

@ To add & new registrant, vou must begin by performing a search for existing individuals.

—Provide Identity Information

Title: vI

*First Hame: |

Middle Hames: |
*Last Hame: |

*Legal First Hame: |

“Legal Last Hame: |

*Gender: |Choose Cne 'I
*Date of Birth: [ =|[ =]

Hew Registration | Modify Registration | Cancel |

Acceptable Use Polic

Privacy Statement

Asterisk (¥) denotes required field.

B) Search by Professional
Designation

To search an existing
ONE® ID user by their
Professional Designation:

1. A) Select
Regulatory College

B) Enter
Registration Number

2. Click Search

Note: A licensed professional may exist in ONE ID without their professional designation

information captured in the system. If the Professional Designation search does not return a
result for the user, proceed to the identity information search.
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Step 2: Identify Individual

ONE ID

Identity & Access Management

Home: Mewy Reguest = My Profile Help Links Lot

Identify Individual

Use the Login IT or Regulstory College to search for an existing registrant. If you don't have this information, please enter the individual's idertity

information in the fields to the right.

— Prawice Existing OME ID Login D

Login ID:

—Provide Regulatory College Information

— Provide ldentity Information

Title: | /s vI
*First Hame:||Ritz ]
Search

Middle Hames: |

Regulatory | Chaose One
College:

Registration |
Humber:

Search Results

@ To add & nesw registrant, yvou must begin by performing & search for existing individuals.

*Last Hame:|=irc|ai
_I *Legal Firgt Hame:|rit=
b

*Leqal Last Hame: | <inclzi

*Gender{ Female -

*Date of Birth{[Jan, > 1101 ~1lior0___ )

Search

Hew Registration | Modify Registration | Cancel |

Acceptable Use Policy  Privacy Statement

Asterisk (*) denotes required field.

C) Search by Identity
Information

To search an existing
ONE® ID user within your
organization by their
identity information:

1. Enter the individual’s:

"  First & Last Name

Note: Legal First and Last
Name will self-populate

= Gender
= Date of Birth

2. Click Search
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Step 2: Identify Individual

ONE ID

Identity & Access Management

Home: Mewy Reguest = My Profile Help Links Lot

Identify Individual

information in the fields to the right.

Use the Login IT or Regulstory College to search for an existing registrant. If you don't have this information, please enter the individual's idertity

— Prawice Existing OME ID Login D

Login ID:

Search

—Provide Regulatory College Information

Regulatory | Chaose One
College:

Registration |
Humber:

Search Results

Search

4 )

— Provide ldentity Information
Title: |\ vI
*First Hame: |Rﬂa
Middle Hames: |

*Last Hame: |Sinclai

*Legal First Hame: |Rita

*Legal Last Hame: [Sinclsi

*Gender: |Female vI

*Date of Birth: [Jan x| (01 =] [1970
. J

Search

v, No matching results.

s Potential matching individuals exist, please double check the inputs.

[T Double Checked

New Registration | Modify Registration | Cancel

Acceptable Use Policy  Privacy Statement

Asterisk (*) denotes required field.

C) Search by Identity

Information

If a potential match
exists, a warning
message will appear

that the information

entered is correct.

Before proceeding, verify
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Step 2: Identify Individual

ONE ID | C) Search by Identity

Identity & Access Management

Home: Mewy Reguest = My Profile Help Links Lot I n fo r m a ii o n

Identify Individual . . .
Use the Login IT or Regulstory College to search for an existing registrant. If you don't have this information, please enter the individual's idertity I f 1.h e I nfo r m q TI o n e nte re d I S

information in the fields to the right.

correct:

— Prawice Existing OME ID Login D — Provide ldentity Information

Login ID: Title: m
Search rirst tame: |R'rta 3 . C I ic k Th e

Middle Hames: |
*Last Hame: (Sinclai D bl C h k d b
—Provide Regulatory College Information *Legal Firgt Hame: :Rita o U e ec e ox
Regulatory |Choose one LI

College: *Legal Last Hame: [Zinclsi

Registration | *Gender: m . .
e e 4. Click New Registrant
Search

Search to create d new user

Search Results

/4, No matching results.

%\ Potential matching individuals exist, please double check the inputs. Double Checked

I New Registration I Modify Registration | Cancel

Acceptable Use Policy Prvacy Statement

Asterisk (*) denotes required field.
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Step 2: Identify Individual

ONE ID C) Search Identity

Identity & Access Management

Home: Mewy Request =+ Wy Profile Help  Links Logout I n fo r m a ii o n

Identify Individual

If the information entered is

Uze the Login IC or Regulstory College to search for an existing registrant. If you don't have this information, pleaze enter the individual's identity
information in the fields to the right.

incorrect:

—Provide Existing ©ME ID Login 10 —Provide Identity Information

Login ID: Title: [, . =]
Firet Hame: s 3. Correct the field(s)

Middle Hames: |
*Last Hame:|/<inclaiv ]

—Provide Regulatory College Information *Legal First Hame: |Rits 4 ( I. k S h
Regulatory [ Choose One =l . mclai ‘ IC ea rc
College: Legal Last Hame:| <inclair l
Registration | “Gender: [Female x|
Humber:

umber: *Date of Birth: [Jan x| [01 =] 1970

Search

Search Results

0 To add a new registrant, you must begin by performing a search for existing individuals .

Hew Registration | Modify Registration | Cancel |

Acceptable Use Policy  Privacy Statemert

Asterisk (*) denotes required field.
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Step 2: Identify Individual

ONE ID| €) Search Identity

Isnntity & Accars Mansgament

L R e Information

Identify Individual

Lhgas thee Liogpn I oo Fecpiaboey Collage 10 Sene o for & exiading segenirard. [ yo0 donT v (RS informetion, plesce ender e redvicusl s ety
nd pneestion 0 {he Jields bo Ehe righl,

If the identity

i e information entered
O matches a ONE ID user
'Luﬂﬂu‘m:?;.—m . . .
rFrovide Intoumal ; i
m@“;‘;’ﬁm 3 .t:?.:iﬁm:g’:; In your organization,
) onteeifFore ) the result will appear
"hiate af Birth: Lue =01 =] f1sm0
e Search

Search Results

5. Select user

Hamss L 1D Condad bnfo Rog. College  Sdsius® Accounl
Typo
Fia Srci FATA SHOLAROHED ONCA i sinclar Steghospial on A i R .
i 6. Click Modify

‘Legend: & Actve 1, Pending Sol -Complete "N Locked 1) Suspended @ Revoled

Registration

l New Registration l Modify Registration ]] Cancel ]
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Step 3: Registrant Profile

ONE ID

Identity & Access Management
Hame: Mewy Recuest = by Profile Help Linkz Logowt

Registrant

Rita Sinclair (change)
RITA SIMCLAIRGOMEID Ok A

LA 0 |

hedium Assurance

Female, borm Jan 1, 1970, legal name Rita Sinclair

r'rta.Sinclair@teghospﬂal.on.CG

BT 123-456-1230 (change)

g2 EnglisD

/o, Pending Self-Complete

Enrolments

Challenge Documents Professional Credentials Subsidiary
Cuestions Designstion Accounts

[Manage Enroliments and Roles v]

Enrolment
W @Ry
LQeHearthOrrtario.ca Partal

Status

Registrant Profile

The following registrant
details can be modified:

* Contact information

* Preferred language
* Enrolments

* Challenge Questions
* |dentity Documents

* Professional Designation

Refer to the ONE ® ID Local Registration Authority User Guide for full details.
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https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf

Step 3: Modify Enrolments

ONE ID Enrolment Management

Identity & Access Management

Home Mewr Request » WMy Profile Help  Links Logout °
- 1. Click Manage

Registrant
Enrolments and Roles
R|ta Slr'lclall' (change) .j’ .j' j
RITA SINCLAIREHOMEID . OR.CA Medium Azsurance

Femsle, born Jan 1, 1970, legsl name Rits Sinclsir 2. Mod ify q n en rolmen.l_ or

rita zinclair@teghospital onca (change)
ﬁ 123-456-1230 (change)
EIE Englizh (change)

role as requested

/4 Pending Self-Complets

Enralments Challenge Documents Profeszional Credentials Subsidiary 3 ° FO r e n ro I m e nfs th 01.
Cuestions Designation Accounts
Manage Enroliments and Roles « C G n n 01. b e m CI n q g e d
Add Enrolments or Roles Status
online (i.e. ONE ® Mail Direct),
elete Roles

submit a request to
eHealth Ontario

Change Enrolment Attributes

Refer to the ONE ® ID Local Registration Authority User Guide for full details.
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https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
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Self-Management

lity & Access Management
Hame: Mewy Reguest vl Moty Profile I Help Link=s Lot

Home

Welcome to the OME 1D Identity and Access Management System. 4z a Local Registration Sutharity, you can use the system to process registration
and enrolment requests. Please use the menus above to begin,

ATTEMTISM: & nesw registration option, Supplemental Identity Yalidation, is swvailable within the Documents drop dovwn list. Under spproved

circumstances, this option may be used in liew of & Secondary Identity Document. Please visit the Registration Community Site,
vy ehealthontario.catka, for mare details.

Uzer Status Dashboard:
Pending Status Successful Status
You will be notified vig e-maifl (T the fast T days)

when the dashboard is wpdated)

Mo Records Found Rita Sinclair

Acceptable Use Policy  Privacy Statemert

To begin:

1. On the Home screen,
click My Profile
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Self-Management

ONE ID

Identity & Access Management

Home Mewr Request » WMy Profile Help  Links Logout

My Profile

Mrs. Pearl Anne Shaw
PEARL SHAWGREOMNEID O CA
Female, barn Jan 1, 1970 legal name Pearl Shaw

7
pearl.shawiEtestera.ca (change]

E 123-456-1230 (change)
kEE English (change)

LA .0

Medium Assurance

Enraolmerits Challenge Daocuments Profeszional Crederntials Subsidiary
Cuestions Designation Accounts
Enrolment Status
(FAONE 1D &pplication
@eHeaﬂhOrﬂario.ea Partal

My Profile
1. Change your preferences
2. Change your password

3. Change your Challenge
Questions

4. View your Level of
Assurance

85



Self-Management

ONE ID My Profile

Identity & Access Management

Haome Mewy Reguest = Wy Profile Help  Links Loyt

To modify the following, you

My Profile .
must meet with another LRA
Mrs. Pearl Anne Shaw o A-iu-,gni .
:jEi::;,sb'—éf\:‘fgnoﬁilg.?%eI.;:;;InamePearI Shann 1.0 Valldqlre and Update your

pearl zhawei@testera.ca (change) “our password will T:xhpai;e :Ig-lpa::;::gfd info I’mCﬂ'ion in'I'O The O N E ® I D

BT 123-456-1230 (change)

EI8 English (change) System.
L]
Enralmerts Challengs Documents Professional Credentials Subsidiary
Guestions Designation Accounts .I . Le g q I N q n,] e
Enrolment Status
(ONE ID &pplication

. Enrolments

[@eHeafthOntario ca Portal

. Identity Documents

A W D

. Professional Designation
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Get Support

1. Registration Community Site

* The Registration Community (www.ehealthontario.on.ca/one-id-

Ira) is a site exclusive to all Local Registration Authorities.

* |t provides a central location for all registration-related
documents (e.g. procedures manual, FAQ}s, registrant reference
guide).

2. Require Assistance
* Call eHealth Ontario at 1-866-250-1554
= Option 1 for Technical Support

= Option 2 for Registration Support
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http://www.ehealthontario.on.ca/one-id-lra
http://www.ehealthontario.on.ca/one-id-lra

Next Steps & Questions

Next Steps

Review:

* Registration Community Site

e ONE® ID Local Registration Authority
Procedures Manual

e ONE® ID Local Registration Authority
User Guide

Questions?



https://www.ehealthontario.on.ca/one-id-lra
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_lra_procedures_manual.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
https://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_local_registration_authority_user_guide.pdf
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